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Abstract: The concepts of basic virtual entity and derived virtual entity are presented. Their quality 
characteristics are defined in the context of multiple accessing by heterogeneous target group members. The 
development conditions of derived entities are established. For collections of basic virtual entities and 
derived entities, are constructed and implemented algorithms to ensure and increase the level of security in 
the virtual environment. To implement a complete set of virtual entities, measurements of the security level 
are performed, using a special metric built.  
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VIRTUAL ENTITIES 
Let’s consider a set of orthogonal and homogeneous alphabets A = {A1, A2, A3, ...., Ai, 

..., An}, each one with rules for building words, strings of words and rules for crossing the 

strings of words. If a string of words is built, validated against a semantic defined and 
accepted, that string is a text with unique significance in relation to the target group. 

A text entity is a construct consisting of text usually heterogeneous, based on 
alphabets of the set A, built and concatenated to reflect a part from surrounding concrete 

reality or an abstract building obtained in formalizing and generalization processes of a 
logical development. 

If a text entity is included in digital format by storage on a server located in a 
distributed environment and it will be accessed by members of a target group, then it will 
be called virtual entity. Now there are many virtual entities implemented, because 

informatics applications, either they are, meet the definition requirements of virtual entities.  
Text files are virtual entities defined on an alphabet, in which the words defines a 

vocabulary and the text is constructed by very clear rules.  

Photo albums are themselves virtual entities, being constructed with an RGB 
alphabet, with 16,777,216 symbols, representing all combinations resulting in 256 codes 
for each of the three colors. Text appears in a table of pixels with a number of rows and 

columns that define the resolution of each construction [1], [2]. 
Sometimes the virtual entity contains both information defining a reality or an abstract 

construction and information on how to present the text description of reality. HTML 

programs represent such virtual entities. 
All the informatics products, software components, databases, assistance tools, 

programs for files conversions, operating systems, meaning all is subject to storage in a 

computer or in progress when it comes to speak about processing in network computers, 
must be regarded as virtual entities. 

Basic virtual entities are those that once stored, are subject to use by members of the 

target group in order to solve problems, and on the basis of some input data, after 
processing they lead to obtain final results. Informatics systems for management of 
organizations, social networks, e-learning applications, video archives, digital libraries, and 

many other computer products in operation, forms collections of basic virtual entities.  
Derived virtual entities are constructions realized by members of some target groups, 

using basic entities or parts of these, to which are applied operations of integration, 

concatenation and aggregation. The result is still a virtual entity which, by difference to 
basic entities contains some new elements given by the sequence of parts crossing, and a 
number of new sequences. At the moment when the derived virtual entity has a high level 
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of stability, given by the number of users that use it with structural changes in order to 

obtain new derived virtual entities, it turns into a basic virtual entity. The process is 
dynamic and the collection of basic virtual entities is highly volatile. 

Virtual entities are presented in one of the following structures:  
- linear virtual entity, in which the sequences S1, S2, ..., Si, ... Sn are arranged one after 

the other and the crossing is made of nearby from sequence S1 to sequence S2 until 
it reaches the last sequence, Sn; 

 

 
Fig. 1. Linear virtual entity 

 
- tree virtual entity, where the sequences are arranged in levels and crossing is done 

by the rules specified in relation to the selection of users options, tree virtual entities 

are constructed by unidirectional crossing, but there are entities with bidirectional or 
multi-directional crossings; sequences are organized into K levels; at each level is 
found a number of sequences, so that on the level h there are mh sequences SH1, 

SH2, SH3, ..., Shmh; 

 

 
Fig. 2. Tree virtual entity 

 
- network virtual entity, in which sequences are referred by different rules, so as to 

satisfy specific requirements of reality mirroring; it may be an initial and a final 
sequence, which provides independent and bounded character of the virtual entity. 

 

 
Fig. 3. Network virtual entity 

 

At the level of any organization, administrative structure or target group, there is a 
collection of virtual entities, consisting of components with low degree of homogeneity. 
Interaction between components is achieved by the way in which the access accounts are 
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built, through shared databases or the centralized storage system, at the database level of 

elements forming the target group. 
 

THE DEBATE OF MULTIPLE ACCESSES 

Virtual entities are built based on many different rules, uses resources according to 
the existing technology having well defined target groups. Any virtual entity is accessed by 
different means, as follows: 

 with free access, means that these virtual entities can be referred and covered from 
one point to another by each user in order to solve their needs; 

 based on a user account access; the virtual entity assigns to each user the needed 
resources in order that initial input to be defined, based on which particular requests 

can be submitted which defines the users’ profile; 

 with group limited access; lists are built that define which users can access or not 

based on a password the resources of a virtual entity; 

 based on pay per view access; the costs depends on what kind of resources are 
accessed and how fast they are available to each user; 

 virtual entities accessed only for data input, built by users by the use of an alphabet 
or a vocabulary, with strictly rules for text building either by multiple selections from 

alphabet sets or vocabulary rules for building texts; 
These multiple types of virtual entities suppose the existence of some types of 

development cycles structures, with stages such as: 

 target group definition; 

 presuming the entity development as an investment process; 

 typology definition; 

 specification writing; 

 generation determination; 

 resources allocation; 

 designing multiple solutions; 

 choosing the most appropriate one; 

 coding; 

 databases loading; 

 testing; 

 implementation; 

 operation. 
From a type of virtual entity to another, objectives of each stage differs because its 

functionalities are not the same and the time weights in which the qualitative aspects are 

involved are more important as the complexity of each virtual entity is higher. The target 
group must be closely studied because its characteristics influence: 

 its functions; 

 the alphabets and vocabularies; 

 interface structures; 

 the requests complexity; 

 the security level. 
The management of virtual entities represents that aspect of activities which 

gravitates around each and every life cycle stage to ensure those conditions that cover all 
that is related to functions interactions according to the defined objective of each virtual 
entity development process. 

The collaborative aspect is essential on the entire period of existence of virtual 
entities because [4], [5]: 
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 communication between developers, investors and members of the target group is 

the only way to obtain a complete definition of the problem to be solved, that satisfy 
each party, the antagonistic optimality criteria of the three parts are subject to 

aggregation that brings a level that allows the simultaneous satisfaction of their 
demands as accepted underway of all processes; 

 cooperation within teams of developers, and between developers and users, 

respectively, with investors, aims to produce those corrections generally accepted to 
satisfy the highest demands of all parties, each party finally considering that it 

reached the peak of its own efficiency; 

 coordination within each part is designed to enable the definition of models for 

alternatives analysis of and decisions making, so that the uniqueness of each 
solution to be clearly denoted and the update processes to not greatly affect the 
period, quality and costs of establishing a virtual entity. 

Collections of virtual entities assume the existence of multiple access points, leading 
to their differentiation by: 

 number of hits; 

 the diversity of accessed components; 

 performance quality of access processes; 

 the purpose access operations; 

 the number of successful operations. 

In all cases the hierarchy of virtual entities depending on the degree of satisfaction 
recorded by each user on every access to resources it is important. If we consider the set 
of virtual entities EVS = {EV1, EV2, EV3, ..., EVi, ...., EVg} and access frequencies, 
respectively, F1, F2, F3, ..., Fi, ..., Fg and if the frequencies of clients that have successfully 

completed transactions for which they used the entities resources are distinctly recorded, 
denoted R1, R2, R3, ..., Ri, ..., Rg, with Ri <= Fi, i = 1,2,3 ... g, the indicator, degree of 
customer satisfaction for application EVi, GSC(EVi) is calculated by the use of the following 

formula:  

 

   (   )  
  

  
 

 
The pairs <EVi, GSC(EVi)>, i=1,2,3,…,g, are built. 

The values are ordered descending by satisfaction value highlighting which are the 

most appreciated virtual entities that must become models for those who develop such 
construction. An aggregate indicator of the degree of customer satisfaction it is calculated 
for the entire collection of virtual entities GSC(EVS) given by: 
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From time to time the extent, to which structures of basic virtual entities will be 

improved, is established for the development of derived virtual entities as exclusive result 
to multiple visits. If from time to time the aggregate indicator GSC(EVS) increases 

compared to the previous period, this means that the techniques used, the implemented 

structures and the quality level of basic virtual entities that were created in a given time 
period registered a real progress and users are satisfied throughout the construction of 
derived virtual entities. 

 
SECURITY IN VIRTUAL ENVIRONMENT 
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Security is a significant characteristic in quality analysis and quality management of 

the virtual entities. The virtual entity security addresses protection measures of entities 
content from unauthorized access, use, disclosure, disruption, modification, perusal, 
inspection, recording or destruction. 

Variety of virtual entities involves different ways to address the security assurance 
procedures.  

The passive role of the users within software applications is to view or to see the 

digital content integrally or selectively. In this case, the security assurance means keeping 
unaltered both the digital content, and mechanisms referring parts of the digital content.  

For the virtual entities where users enter data and the digital content is generated or 

updated, or they build derived virtual entities, the security addresses filtering the all items 
which aim risks for uncontrolled changes of the digital content or items due to which the 
digital content is accessed and controlled [6].  

That means the developers of virtual entities have to define security subsystems 
appropriate to each type of virtual entity, obtaining a balance by elimination of cases in 
which the security level is less than the necessary one, that is it is about an under-security 

level. 
Allocation of resources to build sophisticated security subsystems to assure 

functionalities over an optimum level accepted relative to generated effects has the 

purpose to block resources to develop other virtual entities required to knowledge-based 
society. In this case, it is about a super-security of virtual entities. 

It is relevant to analyze and to identify the time when particular actions of 

uncontrolled change for the global digital content are performed. This aspect supposes 
comparing indicators appropriate to virtual entities. Each virtual entity in its final form ready 
to be released is the standard virtual entity. 

The standard virtual entity is stored in special conditions to assure the invariableness 
of the digital content and a constant characteristic for a set of description indicators like 
complexity, length, number of classes, number of modules, number of levels, incidence 

matrix and lists of parameters or vocabularies [7].  
After uploading on a server, the previous indicators are periodically computed for 

each virtual entity and the results are compared to the levels of the standard virtual 

entities. If level differences appear then the standard entity is re-uploaded on server and it 
continues with particular processes of the entity collection which the re-uploaded entity is 
part of. The difference between indicators are analyzed and it is established what is the 

vulnerability of the security subsystem. Afterwards, an orthogonality analysis is performed 
regarding the standard entity and the replaced entity to notice which component is affected 
by vulnerabilities and it tries to change the security subsystem. 

Virtual entities are stored in computer systems and are transferred between computer 
systems over a computer network. Two of the most known models for security issues are, 
adopted from [3]: 

 The Confidentiality, Integrity and Availability Triad – the negative forms of these 

concepts are disclosure, alteration and denial; 

 The Parkerian Hexad – operated with the following concepts: Confidentiality, 

Availability, Integrity, Possession, Authenticity and Utility. 

Considering the Information and Communication Technology (ICT) use in order to 
develop, operation and management of the virtual entities, the following issues have to be 
approached in security assurance, adopted from [3]: 

 Identification and Authentication – aim the users of virtual entities; identification is the 

process to recognize a valid user’s identity; authentication is the process to verify the 
pretended identity of a user; they are used in combination with other security 

mechanisms to assure the virtual entity security; 
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 Authorization and Access Control – aim the users’ access to the virtual entities; 

authorization is the process to establish what the user is allowed to do after his 
identification and authentication; implementation of the authorization is made by 

access control mechanisms: allowing access, denying access, limiting access and 
revoking access; the access aims a form of virtual entity, virtual entity repository or 
system; access control models are developed both the logical access control and 

physical access control; 

 Auditing and Accountability – track what happens in a computer system regarding the 

users’ activities at system level and virtual entity level; the known tools used to track 
the activities are logging and monitoring; examples of audit logs: server startup and 
shutdown, loading and unloading of service entities, installation and removal of 

software entities, user logon and logoff, modifications of privileges and access 
controls, accesses to information and files, router/switch/firewall configuration 
changes and so forth; 

 Cryptography – is used to protect the virtual entity content and transfer over a 

computer network; also, it is used in combination with other security issues to 

implement a security model for virtual entities; the areas of study in cryptography are: 
cryptographic algorithms (symmetric key cryptography, asymmetric key cryptography, 
hash functions), digital signatures, digital certificates and digital rights management; 

 Operations Security – identifies critical information to notice the virtual entity 

behavior; [3] states the following steps of operations security: identifying critical 
information, threat analysis, vulnerability analysis, risk establishment and planning 

countermeasures 

 Physical Security – addresses all measures to protect facilities; the measures have to 

consider issues like aesthetics, human rights, health and safety, and societal norms 
or conventions; the physical protection methods are: deterrence methods (physical 
barriers, natural surveillance, security lighting and so forth), intrusion detection and 

electronic surveillance (alarm systems and sensors, video surveillance and so forth), 
access control (mechanical and electronic systems, identification systems, access 
policies and so forth) and security personnel; 

 Network Security – aims the all protection methods and techniques to secure a 

computer network; network security covers a lot of issues as network design and 

segmentation, traffic control, implementation of firewalls and intrusion detection 
systems, use of Virtual Private Networks (VPN), use of secure network protocols 
especially for wireless networks; to reach the network security, a network 

administrator must consider and use a lot of tools and utilities; 

 Operating System Security – addresses protection of operating system against users 

and file permissions to protect users and operating system against other users; a 

secure operating system provide a better security of virtual entities which operates 
with; includes the preventive controls to avoid threats, viruses, worms, malware and 
remote hacker intrusions; the operating system should not allow the theft, edit or 

delete of computer assets; 

 Application Security – represents the secure methods and techniques implemented 

in application entities during their development life cycle by following the best 
practices in secure coding; the virtual entities of application type are source code 
programs, web sites, web applications, web services and so forth. 

Risk mitigation of the above security issues is necessary, but not sufficient. 
Implementation of security methods and techniques must be followed by a security 
management process in which the virtual entities are identified together with development, 

documentation and implementation of security policies and procedures regarding the 
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virtual entities. The security policies and procedures must approach the security threats, 

risks and vulnerabilities ways to mitigate them. 
 
THE SECURITY METRIC OF VIRTUAL ENTITIES 

The security metric aims at measuring the behavior of virtual entities within a 
specified time, as they are accessed by members of the target groups for which they were 
developed. The IPP indicator measuring the share penalties in the total of transactions is 

given by: 
 

    
  

   
 

where: 
VP – the volume of penalties paid to customers due to irregular allocation of 

resources in relation to payments conducted by the client 
VTT – the total volume of transactions performed by the client. 

The IRA indicator on the risk of producing an allocation affected by uncontrolled 

changes in mechanisms of processing or in the database structure, has the relation: 
 

    
   

   
 

 
where:  
NAA – number of allocations affected by uncontrolled changes, complying with 

customer selected options 
NTA – total allocation number of resources at customers’ requests 

These indicators, having similar analytical structures, enjoy the following properties:  

- sensitivity;  
- compensatory character;  
- catastrophic character, given by the fact that for very small values of the denominator 

if there are variations, also very low, the indicator has a very huge variations. 
These indicators should be calculated based on automatically data acquisition. Note 

that all elements are built as they transactions are carried out at each entity. 
If there is considered a number of NEV virtual entities, there are created 

interdependences between them by making references, the derivation process having 
generalized character. It builds the interdependence matrix MI, having NEV lines and also 

NEV columns, and at the intersection of line i with column j it will write 1 if the virtual entity 
EVi uses or refers components of the EVj virtual entity and it will write 0 otherwise. The 

complex situation corresponds to the matrix in which only elements on the main diagonal 
are zero, the others being equal to 1, which means that the matrix MI has NEV*(NEV-1) 

nonzero elements. In reality, virtual entities have interdependencies in very varied number, 
so that in matrix MI is written on the line k for the EVi virtual entity a number of mik 
interdependencies. The aggregate indicator of complexity CEV of collection of virtual 

entities is given by: 
 

     
∑    
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As CEV indicator is closer to 1 the more there is a closer connection between virtual 

entities and the changes that are made will determine deep processes of multiple driving, 
which leads to the idea of developing tools to ensure maintenance processes 

management. 
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On the other hand, these virtual entities relate frequently to each other and these 

types of interactions generate important security breaches. For this reason a secure flow 
control management needs to be implemented in order that security characteristics of 
each virtual entity be preserved. 

Let VEV be a vector of virtual entities with length lvev with:  

VEV= < EV1 , EV2 ,…, EVlvel >. 

The security characteristics of each virtual entity in the context of group interactions 
between them are defined as follow: 

 integrity – in the process of data flow management at virtual entity level, a state of 

immutability must exists in order to be sure that data packages that are switched 

between them are not altered by malicious entities; 

 confidentiality – the content of each virtual entity must be protected from 

unauthorized views by using encryption mechanism that are standardized 
accordingly; 

 availability – in order that this system of interactions between virtual entities can be 

sustained, each resource must be available exactly when it is needed; if a virtual 
entity is no longer accessible, means of rerouting the information must exists and its 

absence pass without any other negative effects; 

 authenticity – data processed by virtual entities must be accurate and come from 

reliable sources, from another virtual entity or from outside the system; for this 

reason a authentication mechanism must be implemented.  

 nonrepudiation – any virtual entity must be able to be sure about the provenience of 

its processing data by relating it with another virtual entity in a coherent and 
indissoluble manner. 

For measuring up the security level of a virtual entity, a metric is defined based on a 
vulnerability level for a threat, VLT, the complexity of the threat, and the number of threats 
identified in the system, TNT. 

 

     
∑         
   
   

   
 

where: 

      – the vulnerability level for threat i; 

     – the  complexity of threat i; 

     – the number of threats identified for a virtual entity. 
A virtual entity with a low level of SLEV is most likely to preserve all the security 

characteristics and to repel any attack that might influence its safety. 

  
CONCLUSIONS 
Any entity that is implemented in the field of informatics must look both at the physical 

level, by the resources they use, primarily being about memory usage, and at the logical 
level, by what is offered as a direct result of the processing. If it is considered as a unit to 
perform comparisons the length of the memory area occupied at the physical level, 

expressed in Kb or Mb or Gb or Tb, the virtual entities are defined as the sum of the 
memory areas of components that are enabled to enter into them composition. 

Components referenced by virtual entities are physically arranged in memories of 
some servers and by accessing they become temporary components of the virtual entities, 

through recharge processes. The entity at physical level based on which it builds a virtual 
entity includes primary digital content and information that help locate the items on other 
servers, defined also in other entities at physical level. If they build mechanisms for 

management of virtualization processes, besides the location information can be found 
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and information on the recharge processes anticipation, which have the essential effect of 

triggering recharges in parallel with processing and to be completed before starting new 
processing sets. It thus eliminates waiting times specific of recharges followed by 
processing, that are specific to sequential processes. 

For this new generation of virtual entities, the issue of ensuring the security is strictly 
related to the security of distributed systems and the increasing the capacity of reflection at 
the level of pointers structures to access all maintenance processes, so that physical 

changes of the entities referred to be properly stored, the virtualization process always 
remaining operational. 
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