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Abstract. This paper describes types of risks encountered in banking systems and ways to prevent and eliminate them. Banking systems are presented in order to have a view on banking activities and processes that generates risks. The risks in banking processes are analyzed and the collaborative character of risk management is highlighted. A way to control the risk in banking systems through information security is described. Section four was realized by Catalin SBORA. 
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1. Collaborative banking systems
There are many implementations of collaborative systems in the economy, in different areas of interest and in both environments: real and virtual. 
In the real environment, there are many types of collaborative systems, the most important being the collaborative banking systems, collaborative educational systems and collaborative systems in production.
In the virtual environment, the collaborative systems implemented are represented by the virtual campus, the virtual bank, the virtual enterprise for software development and the virtual enterprise for production processes. 
There are many aspects that must be taken into consideration when analyzing the differences between collaborative systems implemented in real environments and the ones implemented in virtual environments.
The banking system is the most significant collaborative system, because it has a large number of components and a large variety of links between them. The banking information system must be collaborative, because it requires the communication, coordination and cooperation of different informatics applications, in order to achieve a common goal.

2. Specific features of banking processes
In a banking system there are many processes which can be analyzed in order to highlight their specific features and their collaborative character. The banking process regarding the acquisition of the electronic payments service by a customer is a collaborative process. Collaborative processes require the existence of such activities that need to be automated to streamline the workflow within an organization [6].
Banking processes involves many and very different types of transactions. In a banking process, there are implied the followings types of transactions: transfers between existing accounts, opening new accounts, realization or liquidation of deposits, according loans, foreign exchanges, payments to state budget, payments to customs, salaries payments, direct payments to suppliers, other operations. 	
These types of operations are executed during the whole working day, but their frequencies are different in every hour of the day. 
Most risky operations are those with great share, such as transfers between existing accounts, according loans and payments to state budget. There are different hours at which these operations achieve their maximum frequencies. The great number of operations and their diversity within a collaborative banking process determine different risks that must be treated accordingly.  
For direct payments to suppliers, the risk to debit an account with a value greater than the account balance must be taken into consideration. In this case, the account will remain on unauthorized overdraft.  
In the case if an incorrect transaction on a client account is made, meaning that a payment to another beneficiary than the correct one is made or a wrong amount of money is transferred, then the payment reversal is carried out and a new transaction account is registered.

3. Risks in banking processes
In [6] is realized a classification of risks encountered in banking processes. Depending on the stages of the development cycle of a collaborative banking process, during which risks can occur, several types of risks are identified:
· user requirements risks, lack of coverage of all situations of using the banking system, incomplete treatment of security requirements;
· design risks, lack of understanding the non-functional cases and constraints related to programming language;
· implementation risks, failure to identify significant components, subsystems integration failure, lack of testing use cases;
· launch risks, failure of collaborative processes on host machines, negative feedback from users;
· maintenance and upgrade risks, the emergence of unsolvable bug, the occurrence of use cases for the implementation of which should be reload the entire  development cycle.
These expectations and risk classifications do not avoid unexpected events, but encourage an informed handling of situations. Classifying risks determines first risk identification and then implementation of appropriate methods for treatment in their context.
The banking field is the most exposed to security attacks and the financial losses are significant when security vulnerabilities are found and exploited. The security of banking information systems must be analyzed according to categories of users that accessed them and types of applications integrated in the system. There are some applications of banking information system which can be accessed by internal users (employees) and the others by external users (customers or partners). The access rights and security policies are different, depending on such type of user access. The internal applications can be accessed by employees without many restrictions, respecting the single-sign-on rules. The external applications, which are accessed by customers, such as internet or mobile banking applications have multiple security restrictions, in order to prevent possible security attacks [9].
Usually, when starting to work with a software system from a bank environment, the user is asked to authenticate before any other operation, in this way the system can adjust the level of permissions and track the operations made by an employee. Authentication is one of the most important security tools, for confirming user’s identity. 
There are multiple methods for completing the authentication process, but none of them is completely flawless, and we are not talking about flaws in the technical part of the process or encryption algorithms, but more to the situations where the authentication credentials can be stolen by different means (technical or non-technical), and the authentication process and implicitly the security of the system are compromised. So, the strength of an authentication process is actually given by the ability of self-protecting the user.

4. Collaborative management of risks (by Catalin SBORA)
In [1] is considered that management has been put among the factors determining labor productivity in the academic literature and since its input varies between firms and workplaces, it is likely to have a large effect on economic performance, at least at the low levels of aggregation.
In [2] is described the quality management system that typically improve the documentation of operating procedures, training, and procedures for corrective action. In [3] is provided a methodology for detecting management fraud in public companies using basic financial data.
In [4] are presented the technical challenges and are illustrated the details about how to enable different management interfaces to be in service-oriented styles. The approach is evaluated and discussed in order to know how to manage middleware systems collaboratively based on management services.
In addition to classical management, the collaborative management comes with some new elements, such as:
· possibility to be applied in distributed environments;
· involvement of multiple managers that are working collaboratively;
· use of a common goal that is followed by all the participants.
Basically in a banking environment, vulnerabilities can be exploited once, from inside and not necessarily with the acknowledgement of the employees, and once from outside by people that either try to penetrate security systems and gain access to bank’s internal systems or simply scamming bank’s customers, for getting their credentials. If we think on the public interface of a banking system, we describe three main types of systems:
· wire transfer system;
· ATM system;
· online banking system.
To control this kind of threats, banks have started to place the ATMs in locations where they can be watched by authorized personnel, mostly nearby bank offices, reducing the risk for someone to work on the machine and mount the skimming device with the video camera. 
For this kind of architecture, with only one proxy server the attacks are not very hard to detect and stop by the Online Banking System, since the system can have a mechanism that identifies when the server receives too many requests for different users from the same IP address. But if we think to a more complicated architecture with multiple proxy servers distributed in the Internet, the problem becomes hard to approach.

5. Risk control through information security
Risk control is a complex operation that necessitates huge amounts of resources for undertaking activities such as:
· identifying risks is the activity that discovers vulnerabilities and all the sources that can exploit the doors through which damages could be inflicted into a banking system;
· risks evaluation consists in a set of measurements upon the impact of the damages generated by the identified vulnerabilities that were exploited by outside or inside threats;
· risk control is the stage that based on preliminary measurements can decide which one of the risks need to be treated and which one not and how many resources must be engaged in this fight against threats;
· documenting risks is the final step after a thorough evaluation of a banking system which creates a final ranking and classification.
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Fig. 1. Correlations diagram

Based on the previous activities presented, the diagram [7] from Figure 1 reveals the correlations between threats, attacks, detection and security controls, vulnerabilities and impact.
In order to protect the quality characteristics of a banking system and maintain a certain level of characteristics correlations, [8], the security team has to deal with the process of risk management by taking into account the following aspects:
· security risks will be correlated with the quality characteristics, keeping an eye upon how much the controls that protects the system against them influence the quality level;
· risks are addressed based on the  banking system level at which are identified so they can be prioritized;
· in the risk control activity, a banking system is influenced in an equal manner by inside factors as well as outside threats, case in which the approach should be adequately chosen for each category.
In [5] is considered that traditional product process management usually manages some relatively simple process like product document generation, approval and dissemination, and cannot manage complicated product simulation process and correlative dynamic information.
The risk management process implies the following elements:
· a subset of security resources , n – the total number of different resources;
· a subset of collaborative processes , m – the number of existing collaborative processes of which security must be managed;
· a subset of risks associated with a collaborative banking system, , p – the number of risks identified as a result of security analysis for a collaborative banking system.
Based on the resources from  involved in the process of neutralizing the risks  that can affect the collaborative process , a relation can be established between this elements, described by the AR function, which specifies what are the associated risks for a unique pair of security resources and collaborative processes, like follows:


where:
 – the set of security resources;
 –set of collaborative processes;
 –the set of collaborative risks;

In a collaborative banking system, the security component, ψ, is represented by a relation between the set of security resources, SR.
The planned risk level associated with a set of resources applied for a set of collaborative processes is defined as being dependent on. But the actual risk level calculated for a specific moment in time is defined as .
If the actual risk level for a collaborative banking system, is determined and compared with the , the following situations occur:
· – the measures taken to counteract the risks are unsatisfactory;
·  – the actual risk level is lower than the planned one, meaning efficiency of the security resources; 
·  – what comes in the system as defense mechanisms can neutralize exactly the threats identified from outside and inside the system.
Being given the  risks associated with the collaborative processes and for a t point in time, the costs of the risk management process,, are reflected by the following indicator:

where:
	                      – 	the costs associated with the resources;
 – 	the costs associated with effects generated by the measures taken to counteract the risks.
The value of the cost function for the risk management process is getting bigger and lower as the costs associated with the effects generated by the security measures are positive or negative. A negative cost is characterized by a situation in which the effects of security resources applied to a set of collaborative processes counteract all risks identified for that system and more. If the actual value is equal to the planned level than no additional costs are recorded, and the final value of the  indicator is equal with the costs associated with the security resources used in the process of security management.

6. Conclusions
A risk management process is a complex operation that involves factors, of whose influence is almost always correlated. For this reason multifactor functions can depict the evolution of a set of variables, recording better values of the risk management process of collaborative processes in banking system. The costs associated, on the other hand, have the role to better characterize, and to rank systems between them, giving this perspective.
Identifying what’s actually happening into a system is the key to unlock the risks that can be inflicted upon it, and taking a correct and efficient set of measures to counteract those risks.

References
[1] W. Stanley Siebert and N. Zubanov, “Management Economics in a Large Retail Company,” Management Science, No. 56, 2010, pp. 1398-1414.
[2] D. I. Levine and M. W. Toffel, “Quality Management and Job Quality: How the ISO 9001 Standard for Quality Management Systems Affects Employees and Employers,” Management Science, No. 56, 2010, pp. 978-996.
[3] M. Cecchini, H. Aytug, G. J. Koehler and P. Pathak, “Detecting Management Fraud in Public Companies,” Management Science, No. 56, 2010, pp. 1146-1160.
[4] X. Chen, X. Liu, X. Zhang, Z. Liu and G. Huang, “Service Encapsulation for Middleware Management Interfaces,” 2010 Fifth IEEE International Symposium on Service Oriented System Engineering (SOSE), 4-5 June 2010, pp. 272-279.
[5] L. Xue and L. Tian, “Research on Simulation Process Management for Product Development,” ISECS International Colloquium on Computing, Communication, Control, and Management, 2008, CCCM '08, vol. 3, 3-4 Aug. 2008, pp. 33-36.
[6] I. Ivan, C. Ciurea, S. Pavel and M. Doinea, “Security of Collaborative Processes in Large Data Sets Applications,” The 5th International Conference on Applied Statistics, November 19-20, 2010, NIS Publishing House, Bucharest, Romania, ISSN 2069-2498.
[7] M. Doinea, Optimizarea securitătii aplicatiilor informatice distribuite, PhD Thesis, Academy of Economic Studies, 181 pg., Bucharest, Romania, 2011.
[8] C. Ciurea, Metricile sistemelor colaborative, PhD Thesis, Academy of Economic Studies, Bucharest, Romania, 2011.
[9] I. Ivan and C. Ciurea, “Security of Collaborative Banking Systems,” Proceedings of the 4th International Conference on Security for Information Technology and Communications, SECITC'11, November 17-18, 2011, Bucharest, Romania, ISBN 978-606-505-493-6.

image1.emf
Threats

Attacks

Detection 

controls

Security 

controls

Vulnerabiliti

es

Impact

c

a

u

s

e

exploit

g

e

n

e

r

a

t

e

detect

a

c

t

i

v

a

t

e

min

imize

p

r

o

t

e

c

t

 

a

g

a

i

n

s

t


