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Abstract: In this paper, the specific elements of collaborative banking applications are presented. Procedures are developed for analyzing the users’ behavior when dealing with such applications. A logs table was created in the database of Collaborative Online Servicedesk application, in order to store the users’ activities. The procedures for extracting users operations were validated on real data, obtained from using the application in a commercial bank. Operations performed by users were analyzed in order to evaluate the users’ behavior and to determine which are the most frequently activities. Solutions for increasing the efficiency in the collaborative banking systems were presented, in order to maximize the interests’ incomes and to minimize the interests’ expenses.
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1. Collaborative applications in the banking system
In the banking field are used informatics applications that have increasingly become more oriented towards the user, respectively towards the employee and the customer. The interfaces of electronic payments applications determine the quality of Internet banking services offered by a bank or another. Customers prefer banking applications with easy interfaces, that are intuitive, easy to use, and do not require data re-entry or causing confusion about what needs to be inserted in a given field. The next generation of collaborative informatics applications, used in the banking field, is given by applications that contain the implementation of auto-adaptive interfaces, which change depending on the category to which the user belongs, the data he enter or select.
The auto-adaptive interfaces contribute to increasing the collaborative character of informatics applications and to better meet the needs of users. By implementing applications with interfaces that change automatically depending on certain inputs, a high level of accuracy and completeness of data entered into the databases of the applications is ensured.

In a bank which offers helpdesk services for the electronic payments service, an application was implemented, in order to determine the categories of incidents with the great number of requests. 
The Collaborative Online Servicedesk – COS application goal is to store and process the customers’ requests, solved by the helpdesk analysts within a commercial bank in Romania. The COS application involves three categories of users: customer, bank analyst and administrator. Each user has a different interface depending on its category. In the Collaborative Online Servicedesk application, only authorized users have access based on a user name and password. The application administrator is dealing with the access rights of each user, adding and deleting some users according with the bank security rules [1].
The COS application is designed as an intelligent collaborative system, bringing together information from dispersed databases and automatically supporting communication and cooperation. Collaboration in the banking field means the integration of various technologies into a single application that makes sharing and managing information.
2. Developing procedures for analyzing the users behavior 
Procedures are developed for analyzing the users’ behavior [2] from the Collaborative Online Servicedesk – COS application, in which are registered the requests of a bank customers, relating to the problems they have in using the electronic payments service. The COS application is used effectively within the Raiffeisen Bank, in its database being introduced over two thousand requests per month.


The following source code is used inside the COS application to extract and store the users’ operations:
try

{

CommandDB.CommandText = SqlCommandDB;

CommandDB.Parameters.Add("Logtime", OleDbType.Char, 30).Value = strTime;

CommandDB.Parameters.Add("User", OleDbType.Char, 30).Value = Session["Name"];

CommandDB.Parameters.Add("Operation", OleDbType.Char, 50).Value = "Searching <"+TextBox1.Text+">";

CommandDB.Parameters.Add("IP", OleDbType.Char, 30).Value = (string)Request.UserHostAddress;

CommandDB.Parameters.Add("Browser", OleDbType.Char, 50).Value = (string)Request.UserAgent;

CommandDB.ExecuteNonQuery();

}

catch (Exception er)

{

CommandDB.Transaction.Rollback();

}

finally

{

ConnectionDB.Close();

}

When a user makes click on a certain button, his action is stored in the activities table, containing details about the time when the action was performed, the user name, the description of the operation, the IP of the computer from which the application was accessed and the type of browser used.

In order to assist the users, so that they to provide the most accurate and complete descriptions of the problems appeared, the COS application provides an auto-complete feature. The terms which appear as suggestions are taken from the vocabulary created dynamically, depending on what brought the current and previous users. There is made a parsing of words entered into the request description field and are introduced in the vocabulary only the words with a minimum length of four characters [3].
char[] delimiterChars = { ' ', ',', '.', ':', '\t' };

string[] words = TextBox3.Text.Split(delimiterChars);

int j = 0;

string[] new_words = TextBox3.Text.Split(delimiterChars);

for (int i = 0; i < words.Length; i++)

{

new_words[j] = words[i];

if (new_words[j].Length >= 4)

{

Connection.Open();

try

{

Command.CommandText = "INSERT into Dictionar values('" + new_words[j] + "')";

Command.ExecuteNonQuery();

}

catch (Exception er)

{

Command.Transaction.Rollback();

}

finally

{

Connection.Close();

}

}

}

j++;

}

}

TextBox3.Text = "";

for (int i = 0; i < j; i++) TextBox3.Text += new_words[i] + " ";

To ensure an accurate and complete description of the request, the application suggests to the user keywords from the vocabulary of specific terms. The vocabulary is dynamically populated with words introduced by the current user.
3. Procedures validation on real data 
In order to assess the behavior of users [4] from the Collaborative Online Servicedesk application, an activities table has been created into the application database, table in which are recorded the users’ actions at the application level. The analyzed behavior refers to actions like authentication in the application, recording phone requests, searching requests in the database, exporting requests in Excel or text file.

Figure 1 shows the chart of actions types realized by the users during the month of January 2011. Actions pertain only to users of recording phone requests module, respectively to helpdesk analysts.
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Fig. 1. The graphic of actions types performed by users in the month of January 2011
According to the data in Figure 1, the most actions carried out by users were given by authentication into the application for viewing the requests already registered. Some of the authentication actions were followed by actions of recording phone requests, respectively actions of searching and exporting requests.
Table 1 presents the number of actions performed by 33 analysts in the month of January 2011, grouped by type of action.
Table 1. The number of actions for each analyst in January 2011
	User
	Authentication
	Recording phone request
	Searching and exporting
	TOTAL

	Analyst 1
	41
	0
	0
	41

	Analyst 2
	3
	1
	0
	4

	Analyst 3
	2
	2
	0
	4

	Analyst 4
	1
	0
	0
	1

	Analyst 5
	7
	5
	0
	12

	Analyst 6
	2
	0
	3
	5

	Analyst 7
	22
	0
	0
	22

	Analyst 8
	6
	6
	0
	12

	Analyst 9
	5
	1
	0
	6

	Analyst 10
	48
	2
	0
	53

	Analyst 11
	1
	0
	0
	1

	Analyst 12
	1
	0
	0
	1

	Analyst 13
	1
	1
	0
	2

	Analyst 14
	2
	1
	0
	3

	Analyst 15
	1
	1
	0
	2

	Analyst 16
	6
	4
	0
	10

	Analyst 17
	15
	13
	0
	28

	Analyst 18
	2
	0
	0
	2

	Analyst 19
	3
	0
	0
	3

	Analyst 20
	7
	5
	0
	12

	Analyst 21
	4
	4
	0
	8

	Analyst 22
	28
	0
	3
	31

	Analyst 23
	18
	2
	0
	24

	Analyst 24
	2
	1
	0
	3

	Analyst 25
	1
	0
	0
	1

	Analyst 26
	7
	7
	0
	14

	Analyst 27
	4
	4
	0
	8

	Analyst 28
	2
	1
	0
	3

	Analyst 29
	7
	5
	0
	12

	Analyst 30
	1
	1
	0
	2

	Analyst 31
	1
	1
	0
	2

	Analyst 32
	1
	0
	0
	1

	Analyst 33
	14
	11
	0
	25


A complete behavior is defined by performing an authentication action, followed by at least one of actions of recording phone request, searching or exporting. Table 1 shows that users who have complete behavior are the Analyst 3, Analyst 8, Analyst 13, Analyst 15, Analyst 21, Analyst 26, Analyst 27, Analyst 30 and Analyst 31, for which the number of authentication operations is equal to the number of recording phone request operations.


In Figure 2 is presented the grid view for the table of activities, in which operations are sorted by user and by date.
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Fig. 2. The grid view of activities

As seen from Figure 2, the same user can have consecutive authentication operations, which means that he entered in the application only for viewing the status of requests already registered and some times for registering a new request.
4. Increasing the efficiency in collaborative banking systems
In a bank, millions of transactions per minute are executed, being received on different channels within the informatics system. There are customers who make payments via Internet banking and home banking services; other customers prefer to make them in the bank branch, and other customers through mobile banking. All these payments reach the same banking informatics system and are instantly processed with the help of computing power offered by the bank's server network. At the same time, in the informatics system enters other categories of transactions, such as receipts, settlement of promissory notes, foreign exchanges, POS transactions, that determine movements on customers’ accounts and the use of hardware resources. The importance of real-time execution of these types of transactions is paramount. If a customer made an foreign exchange through internet banking, in order to credit an account in foreign currency, and immediately after the foreign exchange, he make a payment from the foreign currency account, through mobile banking, is very important the time when the foreign exchange was executed in order to not reject the payment from foreign currency account on grounds of insufficient funds. There are many cases in which the customers make foreign exchanges in the branch and they are late processed thanks to the human factor intervention.
Figure 3 shows the architecture of a banking informatics system, which includes the following application servers:

· Internet Banking Server;

· Domestic Payments Processing Server;

· Multicash Server;

· Loan Admin Server;

· Global Payments Processing Server;

· Websphere Portal Server;

· Intranet Server;

· Mail Server;

· Comprehensive Banking Server.
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Fig. 3. The grid computing architecture of a banking informatics system

Each server has a well defined role within the bank's informatics system. When the processing power of a server is exceeded, additional resources are automatically allocated from the other servers on the network that are not involved in processing at that time.
Increasing the efficiency in the collaborative banking system is realized by using the methods and principles specific to financial sector, namely the principle of maximizing revenue from the incomes interests and minimizing the interests’ expenses. The agencies of a bank are considered sub-accounts of a cash pooling scheme, in which the central bank has the role of main account. The principle of the cash pooling scheme is to maximize the bank's total profit obtained by aggregating individual profits of agencies. Some agencies are profitable, which means that their sub-accounts balances are positive and the other agencies are going to loss, leading to negative balances of sub-accounts. At the end of each day, all sub-accounts that have negative balances are brought to zero balance by transfers from the bank main account, and all the amounts from the sub-accounts with positive balances are transferred to the main account. Thus, at the beginning of each day, the sub-accounts of all agencies have zero starting balance. The principle of cash pooling scheme is efficient at the level of whole bank, considered a collaborative system, due to minimization of interest penalties at the agencies level that had losses and to maximization of bonuses received by the profitable agencies.

Figure 4 present the cash pooling scheme at the level of collaborative banking system, represented by the central bank and two agencies. The first agency obtained profit and has in its sub-account a balance of 100, and the second agency went on loss and has a negative balance of -200.
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Fig. 4. The cash pooling scheme at the level of collaborative banking system

The total profit of the bank is obtained by aggregating sub-accounts balances of two agencies, plus the main account balance. Thus, instead of calculating an interest penalty on the sub-account of the second agency, will be calculated the interest income on the main account, which has a positive balance.

In the current situation, the MAH account has a balance of 700 before pooling, the SAH1 account has 100 and the SAH2 account has -200. Let’s consider the interest for positive balances to be 3% and the interest for negative balances to be 6%. 


The interest received on each account, IRA, is calculated as follows:
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where:


AB – account balance;


Ir – interest rate on the account.


Taking into consideration the cash pooling scheme, two situations occur in the interest calculation: the situation of accounts before pooling and the situation after pooling. 


The total interest received on all the accounts from the cash pooling scheme, IRACPBP, is calculated as follows, before executing the pooling operation:
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where:

BBPMAH – balance before pooling of MAH account;
IrMAH – interest rate on the MAH account;

BBPSAH1 – balance before pooling of SAH1 account;

IrSAH1 – interest rate on the SAH1 account;

BBPSAH2 – balance before pooling of SAH2 account;

IrSAH2 – interest rate on the SAH2 account.


Considering the values of interests presented, IRACPBP = 700 * 0,03 + 100 * 0,03 – 200 * 0,06 = 12.
The total interest received on all the accounts from the cash pooling scheme, IRACPAP, is calculated as follows, after executing the pooling operation:
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where:

BAPMAH – balance after pooling of MAH account;

IrMAH – interest rate on the MAH account;

BAPSAH1 – balance after pooling of SAH1 account;

IrSAH1 – interest rate on the SAH1 account;

BAPSAH2 – balance after pooling of SAH2 account;

IrSAH2 – interest rate on the SAH2 account.

Considering the values of interests presented, IRACPAP = 600 * 0,03 = 18.

The interest received after applying the cash pooling operation is bigger than before pooling, which means that the efficiency in the collaborative banking system has increased. 
Figure 5 describes the coverage process of negative balances of sub-accounts by transfers from the main bank account.
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Fig. 5. The logical scheme of transfers to sub-accounts with negative balances

If the amount transferred from the main account is greater than the balance of the sub-account, then a credit line is used to make the transfer. If the amount that needs to be transferred is greater and the balance of the credit line, then the transfer is realized, but leaving the main account on unauthorized overdraft.

5. Conclusions
Computer networks have significantly contributed to the development of Internet and web applications. The complex web applications, such as collaborative banking application, need numerous hardware resources to run timely and to better respond to user needs. Some applications use both the processing power of the server on which are installed, but also of the client from which are accessed.
The COS application is a collaborative system because involve the simultaneously work of many analysts, which have the possibility to see and find who spoke with a particular customer, which problem had the customer and how it was solved. Being a multi-user application, COS is collaborative by its goal, meaning the recording and processing of customer requests in a period of time. 

Evaluating the behavior of users inside a collaborative application is necessary to design efficient applications, with user friendly and auto-adaptive interfaces, to eliminate any possible bug and to enforce fields’ validations.
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