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Abstract 
This paper defines the concept of virtual campus as a collaborative system. It describe the vulnerabilities of virtual campuses and associate a metric for measuring the performance level. The construction validation is done on measurements made in the virtual campus of a university of economic studies. Here is presented the level of research in the area of collaborative systems oriented on learning processes. 
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1. Learning processes in virtual campus

Cooperation and collaboration can facilitate and encourage learning and social interaction among distance learning students in a virtual learning environment, which can be designed like a collaborative system. [1]

The virtual campus is a virtual organizational structure of collaborative type in which interacts five target groups:

· the target group of students, composed by participants in teleactivities of training, testing, elaboration of homework, documentation, participation in online meetings, forums communication, banking transactions for study fees payment;

· the target group of teachers who complete multimedia teaching materials for virtual campus training, evaluates papers submitted online by students, update databases proper evaluations;

· the target group of people outside the virtual campus, which informs about the performance on campus, interact conveying information allowing the selection of students;

· the target group of organizations which demands for workforce specialists, requiring new training courses;

· the target group of campus management, which defines development strategies, moderate discussions on forums, study the labor market, select teachers for the courses who will take place, establishes specific program costs.

Virtual campuses are already a reality with the advances in e-learning and web technologies, distributed and collaborative systems and broadband communication, as well as the emerging necessities of distanced universities for collaboration on offering common programs. [2]

2. Collaborative learning and vulnerabilities of virtual campuses

Collaborative virtual environments have lately been used for learning in different situations, and offer promising possibilities for supporting social conscience. [3]
A student can be beneficiary of collaborative learning only if he participates in supportive learning teams. For this reason, the main research interest is to aid and provide the means for the configuration of learning teams that are adequate for different learning situations. A key issue in this process is to make the educational function and structure of collaborative learning groups clear, by identifying and making explicit both the individual and group learning and social goals, as well as the relationships, interaction processes and roles that determine the nature and the manner of the group. [4]
The attacks upon virtual campuses represent any action intended to obtain or to deteriorate classified information. By securing the information, it is meant to ensure the security level imposed in every data processing level and prevent unauthorized access. This will be established through data encryption, during the storage or transmission phase, network traffic protection and severe access control.

Attacks upon virtual campuses concern the stealing of identity and access to classified information, with the purpose of accessing or altering the data.

Usually, the security breach takes place during the authorization process, by stealing someone else’s identity. This allows access to the restricted areas of the virtual campus which are specific to a limited number of accounts.

A successful attack affects the reputation of the institution and the integrity of the entire campus, allowing attackers to read emails, to change schedules, to view the questions and answers of future assessments and also to take exams.
3. Metrics for estimating the quality and security level of collaborative learning systems

The collaborative systems needs new educational standards. Collaborative learning system represent a reculturative process that helps students become members of knowledge communities whose common property is different from the common property of the knowledge communities they already belong to. 

The structure of an on-line testing application for the evaluation of students knowledge is shown in the figure 1:
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Figure 1. The structure of the on-line testing application

The subjects answers for the tests questions can be centralized into a table like the table 1, in which βij is the answer of Subject i on the Question j: 
Table 1. Association between the subjects and the questions
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For any question in the test, the possible answers are a), b), c), d) or e). If the tests are right formulated, the results of the subjects evaluation has a normal distribution: 10% results are between 9 points and 10 points, 10% are between 3 and 4, and 80% results are between 5 and 9.

In this case, the followings situations are possible:

· all the subjects has submitted the answer a) and the correct answer was b); the conclusion is that the test was very difficult;

· all the subjects has submitted the answer b) and the correct answer is b); in this situation, the test was very simple. 

The educational system is, by definition, a collaborative system. The collaboration exist between teachers and students, and between teachers - teachers and students - students. 

The teacher offers to the student the information and the knowledge through the lesson. The student proves to the teacher that he has learned this information through the evaluation tests. Finally, the teacher offer the feedback through the score accorded to the student evaluation. [5]

Regarding the metrics of the security level, the attack methods, upon the virtual campus platform can be as follows:


-
Type A, interruption during different phases of functionality or attempts to load specific functionalities proves the existence of a brute force attack;


-
Type B, wrong password input, for several times, during the login process is an identity stealing attempt;


-
Type C, invalid data input is an attack upon the data integrity;


-
Type D, unauthorized access to database.

The system will keep the number of IPs from which a different type of attack was launched and will determine an attack rate, based upon the total number of accessing IPs.
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, where:


AR is the attack rate;


TN is the total number of accessing IPs;


N is the number of IPs from which a different type of attack was launched.

The security level has specific values for the following set of security measures {number of erroneous data input per account, number of erroneous data input per IP, number of logins until the password change, number of days until the password change}. If one of the security measures is not applied, the IP will be blocked.

There are 3 possible security levels, depending on the AR, as follows:

· if AR is between 0-10% (low attack rate), the set is {10, 10, 30, 30};

· if AR is between 10-20% (medium attack rate), the set is {6, 6, 20, 20};

· if AR is higher than 20% (high attack rate), the set is {3, 3, 10, 10}.

The AR is calculated daily, based on the last 2 weeks data and the security level will change accordingly to each calculation.
4. Quality estimation of virtual campus in Bucharest Academy of Economic Studies

The virtual campus of Bucharest Academy of Economic Studies contains three departments:

· the Public Relations and Online Education Service;

· the Internet Service and Digital Library;

· the TV Studio Service.

Each service is headed by a chief of service which is subordinated to the department manager. The virtual campus department ensures the development of virtual education services and research. Also performed virtual campus logistics and the general coordination of open distance education.

The main objectives of the virtual campus is the development and diversification of the online education for all the race, held on the e-learning platform of the university, providing logistical support, e-learning monitoring, training the participants and developing student and teacher’s guide online.

The e-learning platform of virtual campus allows the simultaneous conducting of several online master’s programs. For every education program there is a database of courses and a database of users. The student access to a particular course is based on key authentication. In the virtual campus of Bucharest Academy of Economic Studies is done online meetings, are posted messages on forums and are discussed issues related to the courses and not only. 

The virtual campus architecture of Bucharest Academy of Economic Studies is presented in the figure 2:
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Figure 2. Bucharest Academy of Economic Studies virtual campus architecture
Virtual campus offers complete learning environment. The campus includes a personalized Internet portal through which each student can monitor credit hours, the status of their student account, course schedules, grades and assignments. The student home pages include daily postings of the news stories from their field of study and general campus wide announcements. Students also have the option to access a history of all the library sites they've visited at any time. [6]

Conclusions

The development of virtual campus is accelerated, along with the wireless networks and, the quality characteristics become strictly related to the security characteristics.

Comparing collaborative training with classical training is found that in the case of collaborative training assimilation of knowledge is made more efficient due process of learning within the teams.

Collaborative work can be successful if all members show goodwill and responsibility. Collaboration is necessary to deal with such large projects. The collaborative and essentially social character of work need to be appreciated in undertaking interactive systems design. [7]

The complexity of the collaborative systems has great impact on the number of factors and as result on the scale of the model. In the end, it must be reached equilibrium between the model dimension and its capability to give significant results.
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