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Abstract: The distributed and collaborative aspects of the working process of IT and, particularly, non-IT firms are revealed with emphasis on the role that software and hardware equipments are playing to ensure a well and secure development process. Security aspects are identified and presented as a must in the fight against all malicious users and optimization comes as an improvement. Metrics for revealing the security effects on the quality characteristics are built and a working methodology for creating a safe and efficient distributed environment is proposed.
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1. Distributed environment aspects

High complexity and dynamism of technical, economic, informatics and managerial developments are reflected in accelerated renewal and for various levels of the organization's information system.

The computer system must be designed taking into account components of the organization and, also, technology issues. For example, a small business with 15 employees, it needs only a few PCs, while a banking company with subsidiaries and diversified activities, requires distributed applications which satisfy purposive activities.  For the design of such applications a number of modern technologies have appeared.

The use of these technologies can determine a new methodology that combines the latest successful elements of traditional methodology with the requirements of information society because of the possibility of achieving balance between the requirements of the organization, technological opportunities and risks associated with substantial changes occurring unavoidable. Therefore, for various organization problems, a distributed environment is found, in which:
· distributed database, a set of databases in a distributed system that can appear to applications as a single data source, needs to be available locally most of the time;

· distributed processing, the operations that occurs when an application distributes its tasks among different computers in a network, reduce the impact of any particular site or hardware failure.

When the data are distributed and the user can see a single logical view of data that means the database management system supports location transparency, one of the features of a distributed system – that when the user of the system requests a resource they should not have to provide any information about the actual physical location of the data into the system. Location transparency thus helps make the development of the application easier.  


In the past decades, there have been advances in architectures, systems, tools and environments, and programming models, languages, and methods for distributed computing. Wireless technology plays an essential part of today Internet enabled networks. They allow users the possibility to move in a limited environment without losing network connectivity, Smeureanu (2010).

The requirements for distributed applications to achieve a higher performance compared with traditional applications are the following, Cunhaa (2005): 

· higher degrees of user interaction, requiring increased flexibility in observation, control, or modification of application components;
· intelligent advisory and assistance tools for the development and execution of different phases of an application lifecycle;
· multidisciplinary applications requiring interactions between distinct sub-models, and distributed user collaboration;
· the need to undertake complex computations that are therefore difficult to map easily to traditional computing models;
· dynamic nature of the applications and the environments, as new application components or system resources are dynamically generated or made unavailable, or due to mobility;
· spatial distribution of application components and system resources, at small, medium or large scales;
· increasing importance of connecting to distributed data resources (both structured and unstructured).

These requirements should be met by development and execution support distributed environments so that developers and experts of distributed applications get a higher flexibility when are designing and implementing these advanced applications.  


Nowadays various applications and services are combined into bundles of composite applications that achieve a business objective or handle a process. These applications can contain numerous applications and operating systems, and also a variety of hardware, all running as one in a geographically distributed environment which can be seen in figure 1.
Figure 1: Complexity of distributed computing environments
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In this complex distributed environment distributed applications are used that spread their execution over more than one computer. Generally, the goal of these distributed application architecture is to improve performance and scalability. The ideal distributed application can scale up to serve thousands of simultaneous clients just by adding additional computers.
2. Ways of optimizing security when dealing with the uprising threats


In computer science, like in mathematics, optimization refers to choosing the best element from some set of possible alternatives. The concepts of minimization or maximization are possible ways of optimizing an objective function.


In computer science, security optimization refers at having a procedure which applied over a set of security components improves the overall security level with justifiable costs.


Organizations tend to treat IT security area as a need which they would like to have but only if the budget accepts it. When all other aspects were resolved the security is approached with the remained budget. But this, often, happens not to be the desired solution and different vulnerabilities become easy gates of exploiting the resources inside the organization.


Is true that a well prepared and equipped sector of IT&C Security could prevent almost any kind of losses due to outside and inside existing risks, but is also true that this type of security level is highly demanding.


In this context a single question arises, which is the most important and much addressed by all organizations due to the resources finite characteristic: What is the optimal point over which any plus of security is not justifiable by its costs? From this question many other related topics could arise. When thinking resources inside the security area we must take into account the following aspects:

· their finite characteristics;

· the types of vulnerabilities found in the system;

· the types of risks that the system could be affected;

· the security components that the system has – its internal capabilities;

· the security components that the system lacks – external capabilities that could be attracted.


Having these we can compute the optimum level of security for a specific security frame. Studies have been revealed that security issues are often triggered by non-technical agents like human factors.

In Infinedo (2009) an analysis was conducted on a secondary data source to examine the possible correlations between the national culture and the IT security concerns in Global Financial Services Institutions, GFSI. Culture is defined by Hofstede (2001) as the ability to distinguish the members of one group from another. In (ITIM, 2009) five cultural dimensions are presented and an application for comparing them between different country cultures:

· PDI – Power Distance Index deals with the inequality between different societies;

· IDV – Individualism is an extremely important issues which is found it in every society and reflects the power of the ties between different individuals;
· MAS – Masculinity refers to the distribution of roles between the genders of a society;
· UAI – Uncertainty Avoidance Index deals with the society tolerance for uncertainty and ambiguity;

· LTO – Long-Term Orientation reflects the values of a society on a long term orientation.


Based on these dimensions, there are several interferences between them and some IT security aspects presented as findings in the Infinedo (2009) research:

· GFSI possessing a security strategy tend to exists more in countries with relatively high UAI scores and also are presenting the need to have a concentrated security team to lead the security visions and strategy;

· GFSI with high PDI believe that government security regulations are improving the overall security level;

· GFSI employees in IDV high rated cultures have required at least one security training over a one year period;

· countries with low UAI scores are more likely to have GFSI with programs for managing privacy compliance;

· more internal security breaches over a one year period were found in countries which have a low level of MAS index;

· external breaches over a one year period were found in countries that have a relatively high UAI score.


These results reveal that non-technological aspects also influence the security aspects as well like technological ones, defined by hardware and software.


As it is presented in Smith (2009) a study upon the financial system revealed that while approximately 40 percent of more than 10 thousands banks in the US market have a website, only 376 of them offer transactional internet banking. But along with the development of these types of systems, comes an invisible threat called complexity. If left untreated this complexity can transform itself from something that could bring advantage in on the market competition into vulnerabilities, which unmanaged, could result into a catastrophic failure with losses of all the resources implied in the system and even more.

Complexity is given by the huge number of technologies and frameworks used to build collaborative systems and also by the different views that developers have, when they actually programming, referring to the programming culture of different individuals. If the last ones could be strictly managed by means of security policies and ethic code at the programmer’s level, the technologies and the frameworks used in production are totally dependent upon their producers and their combination could reveal lots of vulnerabilities that could be exploited.


For achieving the maximum level of performance and efficiency with the minimization of losses due to security breaches an organization should have security defined at each of the following layers:

· physical layer – protecting physical assets from unwanted access;

· personal layer – security policy for every individual inside the organization;

· operations layer – protecting operations which runs inside the organization of every nature they may be;

· information layer – protecting information assets which are the main plus value of an organization; the primary source of knowledge;

· communication layer – controlling and protecting the content which runs through the communication channel;

· networking layer – protecting equipment, connections and network resources.

Role of the information security is to prevent accessing, altering or deleting confidential data without the right to do so. When talking about security at the level of information, we identify several quality characteristics part of the CIA triangle that defines the concept of safe information:

· confidentiality – access granted only to authorized personnel;
· integrity – preserving the quality of information and avoiding undesirable changes;

· availability – assuring a constant level of resource access for any authorized personnel.


Most of the organizations are not taking into account all the level in which security must be implemented and often they realize that were mistaken.


As a result of the major scandals from the last decades of US history, like Enron, Tyco International and WorldCom, Grant (2006), organizations have shifted to another kind of strategy imposed by two important men, U.S. Senator Paul Sarbanes and U.S. Representative Michael Oxley through the Sarbanes-Oxley or SOX Act. This new law has implications also at the Information Security level as presented in table 1 by Anand (2008):

Table 1: SOX and Its Effect on Information Security Requirements
	Section of the SOX Act
	Summary
	Threat
	Information Security Requirement

	Section 302 – Corporate  Responsibility for Financial Reports
	Requires executives to certify the accuracy of corporate financial reports
	Unauthorized modification of data; data fraud
	Authenticate data using strong data integrity controls – secure hash of data, row level encryption, provide detailed user level logging of access and data change events

	Section 404 –

Management

Assessment of

Internal Controls
	Requires executives and auditors to confirm the effectiveness of internal

controls for financial reporting
	Unauthorized access to data, data deletion
	Robust access controls, interoperable with enterprise authentication, access and auditing

	Section 409 –  Real Time Issuers Disclosures
	Requires any material changes in financial state of issuer be communicated quickly and with supporting data to the public
	Nonavailability of data, data recoverability issues, backup, and restore
	Data mirroring, application resilience against DoS, unauthorized application shutdown, data properly recorded and reported


Source: Anand(2008)


Having the technological and non-technological security aspects at its disposal, an organization could implement a first level of security which can be adapted on the run depending on the actual needs and organization’s resources. This adaption process is meant to optimize iteratively the total level of security by using specialized built-in metrics for evaluating the improvements. The optimization process presented in figure 2 can be applied in the following frame under the following conditions:

· a initial security configuration system is a prerequisite;

· a security assessment must be conducted in order to determine the actual efficiency of the security system;

· built-in metrics should be developed for every security layer in which optimization process would be applied;

· new security solutions must be generated, comparable with the one implemented and evaluated using the metrics defined above;

· based on the evaluation the new solution could be kept, but not implemented, and another one is generated, the process starting all over again;

· all the good solutions should be retained in a solution vector;

· when there are no solutions left to be generated, the final solution is evaluated from the cost-efficiency perspective to determine whether or not it should be implemented;

· if the last solution doesn’t match the cost-efficiency analysis, the solution vector is taking backwards for testing.


In figure 2 the following notations apply and the optimization process by means of simulation is presented:

· ISL – initial security level of  the system;

· ISS – intermediate simulated solution.

Figure 2: General Security Optimization Algorithm
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The optimization process by means of generating intermediate simulation solution helps lowering the total budget for optimizing the security level. Instead of trying each and every security solution, by means of a simulation process an optimum point can be achieved.

3. Distributed metrics for evaluating the security effects

The metrics helps to make a quantitative analysis of the security effects on the quality characteristics of a collaborative and distributed environment. The security effects are represented by the continuous dynamic models: by differential equations or by systems of differential equations, as outlined by a single main indicator or a set of indicators related with the model equations, both among themselves and with the factorial variables which makes the process. Continuous linear dynamic models are frequently encountered in researching the dynamics of security effects and are represented by linear differential equations.

Evaluating the security effects on the collaborative and distributed environments involve the prevention of the attacks upon these environments. The attacks upon collaborative systems represent any action intended to obtain or to deteriorate classified information. By securing the information, it is meant to ensure the security level imposed in every data processing level and prevent unauthorized access Ciurea (2009). This will be established through data encryption, during the storage or transmission phase, network traffic protection and severe access control.

The main feature of a modern banking information system is the connectivity level between the factors involved in the banking activity. From this point of view, the banking information systems development supposes the successive or directly implementation of the following types of information systems:

· banking information systems without connectivity, which are characterized by the existence of independent computers that run applications specific to certain departments: accounting, credit, etc.; the data transfer between computers is provided, usually through external supports; such information systems are encountered, especially in smaller banking units like branches and subsidiaries;

· banking information systems with local connectivity, which are information systems based on local computers networks;

· banking information systems with global connectivity, which are information systems based on wide area networks, which connects local networks of the banking units.


Regarding the metrics for evaluating the security effects, the followings indicators are defined to help give us a better view on the level of security: 
· the attack rate – AR, upon a banking information system:
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where:


TN – the total number of accessed IP addresses;

N – the number of IP addresses from which a different type of attack was launched.

· the total loss – TL, that a bank support for a security vulnerability:
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where:

IF – impact factor;

NAA – number of applications affected.

· the number of security vulnerabilities – SVCS, per size of collaborative system:
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where:

SVDS – security vulnerabilities detected in the system;

CSS – the size of collaborative system, usually expressed in lines of code (LOC or KLOC) of function points (FP).

· the cost for testing – CT, a security vulnerability in a collaborative system, Pocatilu (2009):
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where:
NC – number of security vulnerabilities in the collaborative system;

CCTCi – cost of testing ith security vulnerability of the collaborative system;

· the efficiency of testing method:
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where:

ETi – the efficiency of testing method i;
NEi – number of security vulnerabilities found using method i;

NTE – number total of security vulnerabilities found;

k – coefficient depending on the collaborative system type; it has values from 0 to 1 and it is calculated based on empirical data.


It must be reached equilibrium between the model dimension and its capability to give significant results. The metrics must be not too complicated because it will use lots of resources when implemented and also it must be not too simple because the measured levels will lose relevance.
4. Working methodology for a safe and an efficient collaborative environment

A collaborative environment creates a space where people can work better together, can have distributed information without the constraints of time and space, being characterized by three fundamental aspects: joint activities, distributed environment and way of interaction.

Collaborative environments are encountered in several areas, such as business, health and education Carreras (2005). These environments offer elements that allow the development of collaborative tools, so as to enrich agents’ collaboration.

Networked or wide-area collaborative environments use the network to permit physically disparate workstations to participate in a distributed environment McGeer (2006).

In the figure 3 is presented a collaborative banking environment and its components:
Figure 3: Example of collaborative banking environment
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In the example from figure 2, the external users can access the bank accounts through an internet banking server, which is connected with the core banking system. The messages from the internet banking server will be received by the core banking only if they pass two security levels. If a message does not have the correct credentials and certificates, then it will be considered a fraud tentative and it will not be received by the core banking. The internal users can access the core banking without using the internet banking server, but they must pass also through the security levels. Other components of the collaborative banking environment are the transaction processing server and the electronic payments server.
If we consider a collaborative environment represented by a service desk application used in a bank that offers technical support for the electronic payments service, then the followings specifications are taken into consideration:
· use tags for ensure the correct search in the database with customers;

· build the application as a collaborative tagging system that offer auto-complete options and suggestions to help the users to quickly find something;

· provide a new means of organizing and sharing resources;

· determine the categories of incidents with the great number of requests;
· involve the simultaneously work of many analysts.


The goal of this application is to store and process the customers’ requests, solved by the helpdesk analysts within a commercial bank.

In figure 4 is presented the manner in which an analyst fills the customer name, using the tagging facility offered by the application:
Figure 4: Tagging facility for customer name
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The collaborative environment represented by the application offers an auto-complete facility in order to help the analyst to correctly fill and find the name of customers that called the technical support.

In this section we present a methodology for working in a safe and efficient collaborative environment. This methodology is based on a set of procedures and steps that ensure the efficient and safe working requests.

These collaborative environments in which people can work together sharing information and knowledge have need a new approach to software development. The approach includes an accent on the necessary change in business practice that often inhibits user acceptance of collaborative technology. A Development Methodology emphasizes the interdependence of business culture, users and technology. The distinguish factor in this development methodology is the application of multi-disciplinary viewpoints.

To describe the methodology it is presented the information architecture and the viewpoints applied to the methodology for creating collaborative environment.

An architecture, which is a style and method of design and construction, can be applied to any system, or group of interrelated, interacting, interdependent components that are functionally connected. These functionally connected components can be analyzed and understood by evaluating the process, and letting that process drive the development of technical solutions to support the process. It is defined an information architecture that includes five elements Petersen (2010): 

· Activity: The activity(s) or process involved in the accomplishment of a goal;

· Information: The derived knowledge from the application of data that supports the process; 

· Distributed Application: The transformation of data into information;

· Data: The detailed facts required providing information to support the activity;

· Infrastructure: The underlying business, social and technical foundations that support the process.


The viewpoints applied to the methodology are culture, modeling, users, use cases, human computer interaction and computer science.

The culture viewpoint analyzes the activities of the information architecture. It has to uncover the tacit contextual issues so that any proposed improvements to the work environment are not in conflict with the real corporate culture. 

The modelling viewpoints refer to the process of representing a real-world object or phenomenon, the information and data of the architecture, like a set of mathematical equations. In this area it is presented a systems view of the problem: understanding of people, processes, information, applications, and technology.

The users’ viewpoints refer to all of the participants from the community who would have to use the safe distributed environment and who will be affected by modifications of this collaborative environment.

The Use Case viewpoint defines the application of the information architecture and explain how each of the target users would use the distributed environment to do their profession and how each user interacts with other users. 

The human computer interaction viewpoint implied user interaction with the application. The application has to be designed to fit them, their requirements, thought patterns, and aims or they won't use it.

The computer scientists are responsible for the infrastructure of the information architecture. They design and build the distributed application.

The methodology is taking into considerations the following steps: 
· Characterize the environment - this step is essential for the early preparation of every organization to participate in a collaborative environment; the culture viewpoint characterizes the organizations, and how entities function within an organization; the modelling viewpoint should decide how the team shares information, through what activities; the users characterize the organization through a SWOT, Strength, Weakness, Opportunities and Threats, SWOT analysis; the initial assessment conducted by the human computer interaction viewpoint is to develop the User Profiles, while the Computer Science viewpoint characterizes the computing environment at a relatively high level, focusing on the main resources and limitations of the environment  Petersen (2010);
· Establish Requirements – the requirements of the technology which must support a collaborative environment are very important for a good collaboration between the components;  in order to have a successful collaborative environment, every requirement must be analyzed in particular;
· Develop Functional Design – the functional design of a collaborative environment must be oriented to the users’ viewpoint; they must receive an application that is user friendly, having all the functionalities and being fully developed;
· Develop Conceptual Design – the conceptual design is the most essential task in a collaborative environment development cycle; conceptual design is a key activity in early product development; it determines product functions, form, and the basic structure.

The methodology presented above tries to make a systematic approach on the collaborative area for offering an efficient collaborative environment to end-users.

5. Conclusions


Despite the multiple threats that exist inside and outside of an organization, collaborative environments tend to increase in number and complexity. Greater are the needs of the society than the tools and the power of malicious users to motivate and put the engine of developers and the resources of investors back to work, to create and enrich the colourful pallet of collaborative area with hundreds of applications in different sectors of the economy.


Facing the quota “What today amaze us, tomorrow may become common”, the collaborative environment grows with every application brought into the network and as they are absorbed by the market new requirements began to take shape and along with them new security challenges arise. 
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